ANYCONNECT INFORMATION

This section will cover the installation and usage for Cisco AnyConnect. If you already have AnyConnect
installed, you may skip the first section. It is recommended you check the second section to verify that
you do not need to change any configuration settings.

DOWNLOAD AND INSTALLATION

1. On your local computer using a web browser navigate to the Cisco AnyConnect Server URL
found in the account credentials section above.

2. Next, on the web page that opens, login using your AnyConnect credentials found in the same
account information section above. Be careful to use the correct username and password,
multiple failed logins may result in your account being temporarily locked for safety.
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Language: | English v |

Please enter your username and password.

GROUP: | ANYCONNECT-PROFLE v |

USERNAME: | @ |

PASSWORD: | I @ |
 Login |

3. After login, you will get option to download the AnyConnect client for your Operating System.
Operating Systems are automatically detected and currently, Windows, Linux, and Mac are
supported.



il AnyConnect Secure Mobility Client
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Download & Install

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

Download for Windows

© Instructions

After downloading, install the Cisco AnyConnect client. Detailed instructions can be found by
pressing the “instructions” button located in the bottom right of the download region. Continue

until installation is complete.
# Cisco AnyConnect Secure Mobility Client Setup

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

| v ~ iR Click the Finish button to exit the Setup Wizard.




CONNECTING

1. Begin by opening the AnyConnect client. It should resemble the screenshot below.
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2. Type the server’s name in the textbox found in the account credentials section above.

Note: Click on the gear icon near the bottom of the window, ensure the settings match the
screenshot below exactly, and that only boxes two and three are checked, the rest of the boxes
should remain unchecked. (This is a one-time setup process)
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[Jstart vPN when AnyConnect is started

Minimize AnyConnect on VPN connect

Allow local (LAN) access when using VPN (if configured)

[[JDisable Captive Portal Detection
[C]Enable automatic VPN server selection

[[]Block connections to untrusted servers

3. Once connected, you can access your machines directly using the private IP address using the
instructions from the next section.
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EVE INFORMATION
CONNECTING

1. Once connected to the VPN on your local machine, open a web browser of choice and navigate
to the EVE-NG IP address found in the account information section above. Firefox will be used
for the following examples.

2. Once the URL loads you will be prompted with a HTTPS certificate warning, this should be
accepted.

Ga Not Secure 172.16.14.2

&\ \Vaming: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 172.16.14.2. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using antivirus software, you can reach out to the support teams for assistance.
You can also notify the website’s administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...

Someone could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust 172.16.14.2 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate

certificates.

Error code: SEC_ERROR_UNK

Go Back (Recommended) Accept the Risk and Continue

3. Obtain your EVE-NG credentials found in the account information section above. Enter the
credentials into the login prompt and press sign in to continue.

5.0.1-93-PRO

Sign in to start your session
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